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METHOD AND SYSTEM FOR MANAGING 
PUSHED DATA AT A MOBILE UNIT 

TECHNICAL FIELD OF THE INVENTION 

This invention relates generally to the field of 
wireless communications and, more particularly, to a 
method and system for managing data sent to a mobile 
unit . 
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BACKGROUND OF THE INVENTION 

Modern communication systems allow individuals to 
stay in communication as they move about. The most 
notable device for this is the cellular telephone, which 
5 allows people to communicate verbally with each other. 
There is, however, a whole other range of communications 
that people use in their daily lives that are not as well 
] X developed for mobile use - the sending and receiving of 

Cl information, such as, for example, over the Internet, 

x 10 To address this need, modern communication systems 

* include wireless devices that are capable of initiating 

Q network sessions through serving nodes that couple the 

U : wireless devices to a network. The wireless devices may 

y| then receive data, such as stock quotes, advertisements, 

W 

Q 15 and/or e-mails, from various service providers. 

In existing networks, unfortunately, when a service 
provider desires to send data to a mobile node, the 
service provider must send the data through a protocol 
gateway where the transport layer of the mobile node is 

20 terminating. Accordingly, all of the service providers 
that are trying to send data to the mobile node need to 
know the addresses of the mobile node and the protocol 
gateway where the transport layer is terminating. This 
results in extensive network wide messaging to understand 

25 where the mobile node is, which uses the resources of 
several system wide logical resources and messaging 
between numerous network elements. Additionally, this 
results in processing considerations at the serving node, 
because it must monitor what type of data is being sent 

3 0 to the mobile node. 
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SUMMARY OF THE INVENTION 

The present invention provides a method and system 
for managing pushed data at a mobile unit. In particular 
embodiments, the pushed data arrives at the mobile unit 
5 in out -of -band messages, which decreases processing 
resources required to identify the pushed data and allows 
the mobile unit to manage the pushed data. 

In some embodiments, a method for managing pushed 
;;j;f data at a mobile unit includes receiving an out-of-band 

: |- 10 message at a mobile unit and analyzing the message to 

hi 

determine if it contains pushed data. The method also 

: '53 

S3 includes determining, if the message contains pushed 

U data, whether the data is appropriate for a session 

rl currently being hosted by the mobile unit and posting the 

P 15 data to the session if the data is appropriate for the 
T\ session. 

In particular embodiments, a system for managing 
pushed data at a mobile unit includes a computer- 
processable medium and logic stored on the computer- 
20 processable medium. The logic is operable to receive an 
out-of-band message at a mobile unit and to analyze the 
message to determine if it contains pushed data. The 
logic is further operable to determine, if the message 
contains pushed data, whether the data is appropriate for 
25 a session currently being hosted by the mobile unit and 
to post the data to the session if the data is 
appropriate for the session. 

The present invention provides several technical 
features. In particular embodiments, out-of-band 

3 0 messages are communicated between a wireless device and 
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an agent in the serving node when the wireless device is 
attempting to initiate a network session. Accordingly, 
the burden on the resources of the serving node with 
regard to verifying session activity is greatly reduced, 
5 freeing those resources to accomplish other tasks. 
Furthermore, the traffic and the signaling messages do 
not need to be mixed. 

Other technical features include distributing 

g intelligence about network sessions across the wireless 

41 

• 10 infrastructure and the wireless devices. This reduces 

yj 

processing power required by the wireless infrastructure, 
which reduces costs for the operator. The intelligence 
distribution also provides increased flexibility in terms 
of service management, and allows a user more flexibility 



w 



f«i 15 in selecting services. As a result, the service provider 
may obtain increased revenues, while the user may select 
services in real-time and inform the wireless 
infrastructure of actions and conditions for the newly 
selected services. 

2 0 Additional technical features include the ability 

for the service provider to dynamically set traffic 
characteristics for the data services in a session. 
Thus, if a new data service is to be added and 
insufficient bandwidth exists, the service provider may, 
25 consistent with quality of service provisions, degrade 
the quality of the service or of another data service. 
Accordingly, this allows a better utilization of 
resources . 

Additionally, the serving node does not have to 

3 0 communicate with the protocol gateway to push data to the 
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mobile node. This allows the packets carrying the data 
to be smaller, which reduces message traffic in the 
network. 

In certain embodiments, the invention allows pushed 
data to be sent to a mobile unit through out -of -band 
messages. Accordingly, the burden on the processing 
resources of a serving node servicing the mobile unit are 
reduced because the serving node does not have to inspect 
all of the incoming data for pushed data. Furthermore, 
by sending the pushed data in out -of -band messages, the 
mobile unit may manage the posting of the pushed data to 
the packet data sessions. This also has the effect of 
reducing the burden on processing resources at the 
serving node. Furthermore, by allowing the mobile node 
to handle the management of the pushed data, requests in 
response to the pushed data may be analyzed by the mobile 
unit to determine whether sufficient bandwidth is 
available for the response and, if not, the mobile unit 
may negotiate for additional bandwidth. 

Other technical features will be readily apparent to 
those skilled in the art from the following figures, 
description, and claims. Of course, certain embodiments 
may possess none, one, some, or all of these technical 
features . 
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BRIEF DESCRIPTION OF THE DRAWINGS 

The drawings described below provide a better 
understanding of the present invention, especially when 
considered with the following written description, and of 
5 its technical features: 

FIGURE 1 is a block diagram illustrating a 
communications system in accordance with one embodiment 
of the present invention; 

FIGURE 2A illustrates a message structure for an 
10 Agent Solicitation Message (ASM) for providing out-of- 
band communication within the communications system of 
FIGURE 1 in accordance with one embodiment of the present 
invention; 

FIGURE 2B illustrates a message structure for an 
15 Agent Advertisement Message (AAM) for providing out -of - 
band communication within the communications system of 
FIGURE 1 in accordance with one embodiment of the present 
invention; 

FIGURE 2C illustrates a message structure for the 
20 Vendor-Specific Extensions of the ASM and the AAM of 
FIGURES 2A-B in accordance with one embodiment of the 
present invention; 

FIGURE 3 is a block diagram illustrating a protocol 
stack for communications of a mobile unit over the 
25 wireless link of the communications system of FIGURE 1 in 
accordance with one embodiment of the present invention; 

FIGURES 4A-C are a flow diagram illustrating a 
method for establishing a session for a mobile unit in 
accordance with one embodiment of the present invention; 
3 0 and 
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FIGURE 5 is a flow diagram illustrating a method for 
managing pushed data at a mobile unit. 



W 

ru 

!»»% 
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DETAILED DESCRIPTION OF THE INVENTION 

FIGURE 1 is a block diagram illustrating a 
communications system 10 in accordance with one 
embodiment of the present invention. Communications 
system 10 may transmit voice, audio, video, text, and/or 
other types of data from one point to another. 
Communications system 10 includes a mobile unit 14 and a 
plurality of servers 18 between which data may be 
exchanged . 

Mobile unit 14 may be a wireless telephone, a 
wireless interface terminal, or other suitable mobile 
device operable to provide wireless communication in 
communications system 10. Servers 18 include an 
accounting server 18a, a location server 18b, and/or any 
other suitable server 18c for providing services in the 
communications system 10. Accounting server 18a allows 
reconciliation between different systems, and location 
server 18b facilitates location of the mobile unit 14 and 
advertising to application based servers. In general, 
system 10 may have any number and/or type of servers. 

Mobile unit 14 and servers 18 are coupled to one 
another and communicate through a network 22, in addition 
to a wireless infrastructure and a serving node 24. 
Network 22 may provide this communication over a 
plurality of communication links 26. Network 22 may be 
any interconnection found on any computer network such as 
a wide area network, the Internet, or any other 
communications and data exchange systems created by 
connecting two or more computers. 
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Communication links 2 6 may be any type of 
communication link capable of supporting data transfer. 
In one embodiment, communication links 2 6 may be, alone 
or in combination, Integrated Services Digital Network 
(ISDN) links, Asymmetric Digital Subscriber Line (ADSL) 
links, Tl or T3 communication lines, hard-wire lines, 
telephone lines, Synchronous Optical Network (SONET) 
links, or wireless communication links. It will be 
understood that communication links 2 6 may be other 
suitable types of data communication links. 
Communication links 26 may also connect to a plurality of 
intermediate servers between the network 22 and the 
mobile unit 14 and the servers 18. 

Communications system 10 also includes at least one 
home agent 3 0 for mobile unit 14, a packet data serving 
node 24, and a base station 38. Home agent 30 includes a 
binding table 40 that stores data relating to the mobile 
unit 14, as described in more detail below. Serving node 
24 is coupled to base station 3 8 through a plurality of 
radio packet (RP) data switch node links 42 or other 
suitable links. Each RP link 42 provides a logical path 
for a mobile unit packet session between the base station 
3 8 and the serving node 24. Serving node 24 may be any 
type of device that can receive packets for mobile unit 
14 from a data network such as network 22 and forward 
them toward mobile unit 14 . 

Base station 3 8 is operable to provide communication 
for mobile unit 14 within each of a plurality of cells 46 
for that base station 38. As used herein, "each" means 
every one of at least a subset of the identified items. 
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The mobile unit 14 is operable to communicate with the 
base station 3 8 through a transceiver 5 0 in each cell 4 6 
over a radio frequency (RF) link 56 or other suitable 
wireless link. 

According to one embodiment, the link 56 is an RF 
link that is based on established technology, such as IS- 
95 (CDMA), W-CDMA, or CDMA-2000. In a particular 

embodiment, the link 56 is a code division multiple 
access (CDMA) link based on a CDMA standard and in which 
packets are segmented into frames for wireless 
transmission from the mobile unit 14 to the base station 
38 where the frames are re-assembled to reconstitute the 
packets . 

According to the embodiment illustrated in FIGURE 1, 
the mobile unit 14 includes a wireless interface terminal 
that is operable to host a plurality of users 54. The 
mobile unit 14 and the users 54 are coupled to one 
another and communicate through a network 58. Network 58 
may itself be a wireless or any other interconnection 
found on any computer network such as a local area 
network, a wide area network, the Internet, or any other 
communications and data exchange systems created by 
connecting two or more computers. 

The system 10 also includes a core control network 
62 coupled to the base station 3 8 and a subscriber 
database 66 coupled to the core 62. The core 62 is 
operable to perform authentication and to set up and 
disconnect calls for mobile units in cells 46 of the base 
station 38. The core 62 is also operable to store 
service level agreements for each user 54 and to provide 
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the agreements to the serving node 24 for service 
management, traffic management, or other appropriate 
operations. The core 62 may include a mobile switching 
center (MSC) that is operable to provide, in conjunction 
with the base station 38, switch and soft hand-off 
functionality for the system 10. In this way, voice, 
video, audio, text and/or other data is routed to and 
from the mobile unit 14 and connections are maintained 
with the mobile unit 14 as it moves between cells 46 and 



: |: 10 between base stations. It will be recognized that system 



10 may have multiple base stations serviced by serving 
Q node 24, and, furthermore, multiple serving nodes serving 

multiple base stations. Thus, mobile unit 14 may travel 
throughout a wide geographic area. Additionally, system 
15 10 may have multiple mobile units such as mobile unit 10 
communicating with various devices in the system. The 
subscriber database 66 stores information relating to 
mobile unit 14 and/or users 54, such as name, address, 
account number, account type, and any other suitable 
2 0 information. 

Serving node 24 includes a foreign agent 70 that 
provides communication, through the network 22, between 
mobile unit 14 and an endpoint . The endpoint may 
comprise another mobile unit, a standard telephone, a 
25 server, or other suitable device. The foreign agent 70 
provides functionality similar to the home agent 30 when 
the mobile unit 14 is out of range for communicating with 
the home agent 30. The foreign agent 70 includes a 
binding table 72 that is operable to store data relating 
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to the mobile unit 14. The serving node may be a packet 
data serving node (PDSN) . 

According to one embodiment, for each mobile unit 
corresponding to the home agent 30, the binding table 4 0 
5 includes a mobile unit identifier, a care of address 
(COA) for the current foreign agent, the internet 
protocol (IP) address or addresses assigned to the mobile 
unit, other mobile binding information, and/or any other 
suitable tunneling characteristics. Similarly, for each 

10 mobile unit corresponding to the foreign agent 70, the 
binding table 72 includes a mobile unit identifier, an 
address for the home agent, the IP address or addresses 
assigned to the mobile unit, other binding mobile 
information, and/or any other suitable tunneling 

15 characteristics . 

Mobile unit 14 and serving node 24 may communicate 
data and associated addressing information by in-band 
and/or out -of -band messaging. As used herein, "out -of - 
band" means communication of data that may be retrieved 

2 0 without inspecting the contents of the payload data of 
in-band messages. Thus, out -of -band communication 

provides a mechanism for communicating data in order to 
implement functions that may be undefined at the time the 
in-band messaging parameters are determined. 

2 5 As described in more detail below in connection with 

FIGURES 2A-C, agent discovery messages, such as agent 
advertisement messages (AAMs) and agent solicitation 
messages (ASMs) , allow out-of-band communication that 
enables the mobile unit 14 to determine whether the 

3 0 mobile unit 14 is in communication with its home agent 3 0 
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or a foreign agent 70, to determine whether the mobile 
unit 14 has roamed from one foreign agent 7 0 to another 
foreign agent 70, to obtain a COA when in communication 
with a foreign agent 70, to assist the serving node 24 
with service management, to manage bandwidth resources of 
the wireless link 56, to receive pushed data, and/or to 
provide or obtain any other suitable information. 

In addition to being operable to provide 
communication for mobile units having the ability to 
communicate out-of-band messages, the serving node 24 is 
also operable to provide communication for mobile units 
that are incapable of communicating using out-of-band 
messages. Thus, for example, while establishing a 
connection for a mobile unit, the serving node 24 may 
identify the connection as out-of-band incapable or as 
out-of-band capable. In this way, the system 10 may 
support network communication for various types of mobile 
units . 

The network 22 connects a number of servers 18 to 
each other and to the serving node 24 . The network 22 
also connects the serving node 24, and thus the mobile 
unit 14, to the public switched telephone network (PSTN) 
74 through a gateway 76. Accordingly, the mobile unit 14 
may communicate through serving node 24, the network 22 
and the PSTN 74 with standard telephones, clients and 
computers using modems or digital subscriber line (DSL) 
connections or other telephony devices 78. 

In operation of particular embodiments, when a 
mobile unit desires a data service, which is usually 
triggered by the starting of an application at an 
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associated user or at the mobile unit itself, a session 
is initiated between the mobile unit, the base station, 
and the serving node. Initiating a session may involve 
allocating radio resources, establishing an RP session 
between the base station and the serving node, 
establishing a data link session between the mobile unit 
and the serving node, and/or allocating an IP address to 
the mobile unit. Once the data link is established, the 
mobile unit may use an out-of-band message, such as an 
ASM, to send information about the desired service to the 
serving node. The information about the service could 
include the type of service, class of service, and/or 
data rate and may be sent in the vendor-specific 
extension of the ASM. The agent in the serving node 
extracts the traffic information and updates the traffic 
information database for the session. 

The agent, along with the traffic management 
system, then checks whether the requested traffic 
characteristics are within the bounds of the service 
level agreement for the mobile unit. If the request is 
valid, the serving node sends a request through the RP 
interface to the base station to determine whether the RF 
resources are available to support the requested traffic 
characteristics. The base station may check the forward 
power, available logical resources, currently utilized 
bandwidth, and/or other factors to decide whether to 
allocate the requested bandwidth. The base station then 
uses the RP interface to send an acknowledgement to the 
serving node. Based on the result received from the base 
station, the serving node updates the traffic information 
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and sends the result to the mobile unit through an out- 
of-band message, such as the vendor -extension in an AAM. 

When mobile unit 14 is outside the range of its home 
agent 3 0 such that communication with the network 22 is 
provided by foreign agent 70, the serving node 24 
recognizes that mobile unit 14 is communicating with a 
transceiver 50 in one of cells 46 for the base station 38 
corresponding to the serving node 24 . Based on this 
recognition, the foreign agent 70 for the serving node 24 
may send an agent advertisement message (AAM) on the RP 
link 42 for the mobile unit 14. In this way, only the 
mobile unit 14 associated with the RP link 42 receives 
the AAM. The AAM includes a header, router advertisement 
information, a mobile advertisement extension and other 
extensions, as shown in FIGURE 2B. The foreign agent 70 
generates the AAM as a broadcast or multicast message, or 
other suitable type of message that may be processed by 
the mobile unit 14 before an IP address is assigned to 
the mobile unit 14, with a source address of the foreign 
agent 70. The foreign agent 70 provides the COA by 
setting the COA field in an agent advertisement extension 
of the AAM. 

After receiving the AAM from the foreign agent 70, 
the mobile unit 14 may transmit a registration request 
message (RReqM) to the foreign agent 7 0 as a home link 
directed broadcast message. The RReqM includes a user 
identifier, a mobile identifier, a telephone number, or 
other suitable information from which a home agent 3 0 may 
identify the mobile unit 14. In particular embodiments, 
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this information will also allow home agent 3 0 to 
authenticate the mobile unit 14. 

The foreign agent 70 sends the RReqM throughout the 
network 22 to identify home agents 30 for the mobile unit 
14. Any home agent 3 0 in the home network for the mobile 
unit 14 that receives the RReqM from the foreign agent 70 
may respond by sending a registration reply message 
(RRepM) . The RRepM includes a home agent address and a 
code field value indicating a rejection of the request. 
The foreign agent 70 receives an RRepM from the 
responding home agent 30, stores relevant information 
regarding the responding home agents 3 0 in the binding 
table 72, and sends these messages to the mobile unit 14 
over the RP link 42 for the mobile unit 14. 

The mobile unit 14 selects one home agent 30 and 
transmits an RReqM to the foreign agent 70 that indicates 
which home agent 30 has been selected. The foreign agent 
70 updates the binding table 72 and sends the RReqM to 
the selected home agent 30, which assigns an IP address 
for the mobile unit 14. The foreign agent 70 also 
notifies the selected home agent 30 of the COA of the 
foreign agent 70 for forwarding packets to the mobile 
unit 14 . 

The selected home agent 3 0 sends an RRepM including 
the IP address for the mobile unit 14 to the foreign 
agent 70. The foreign agent 70 sends the RRepM to the 
mobile unit 14 over the RP link 42. The mobile unit 14 
retrieves the IP address from the RRepM as its address 
for communication. At this point, the mobile unit 14 may 
send messages with the retrieved IP address as a source 
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address and may process messages with the retrieved IP 
address as a destination address. 

The selected home agent 3 0 notifies the network 22 
with a broadcast message that any messages with the IP 
address of the mobile unit 14 as a destination address 
are to include a media access control (MAC) address for 
the home agent 30. The network routers update their 
routing tables to include the MAC address of the home 
agent 30 for the IP address of the mobile unit 14. Each 
message for the mobile unit 14 will then comprise the MAC 
address of the home agent 3 0 and the destination IP 
address of the mobile unit 14. The home agent 30 
intercepts each packet destined for the mobile unit 14. 
Based on the COA of the foreign agent 70, the home agent 
3 0 tunnels the intercepted packets to the foreign agent 
70. The foreign agent 70 extracts the original packets 
and delivers them to the mobile unit 14. 

If the mobile unit 14 moves to a cell for a 
different base station corresponding to a different 
serving node and foreign agent, the home agent 3 0 updates 
the COA in the binding table 4 0 to correspond to the new 
foreign agent. In this way, messages for the mobile unit 
14 will be tunneled to the appropriate foreign agent, 
which may then send the messages to the mobile unit 14. 
According to one embodiment, the mobile unit 14 sends an 
RReqM to the current foreign agent, which relays the 
message to the home agent 30. The home agent 30 updates 
entries in the binding table 4 0 with the new COA and 
sends an RRepM to the mobile unit 14 through the current 
foreign agent. The previous foreign agent removes the 
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information from the binding table after the expiration 
of a timer. 

In certain embodiments of operation, the mobile unit 
is responsible for managing data that is pushed to it. 
As used herein, a "data push" is a server initiated data 
transfer based on predetermined criteria, which may or 
may not have been specified by the mobile unit, and 
"pushed data" is the data sent by the server during such 
a transfer. Pushed data may include autonomous messages 
in existing sessions, e-mails, time triggered information 
broadcasts , location triggered information broadcasts , 
and/or any other server initiated data transfer based on 
predetermined criteria. This data is sent from the 
initiating server 18 to the home agent 30, which tunnels 
it to the serving node 24. The serving node relays the 
message out-of-band to the mobile unit 14 through the use 
of the foreign agent 70 serving the mobile unit. The 
foreign agent may accomplish this by placing the data 
into an AAM. The mobile unit 14 then determines how and 
whether to distribute the pushed data, either internally 
or to users 54. In certain embodiments, the home agent 
3 0 or the foreign agent 70 may include an encoder for 
encoding the data. 

FIGURE 2A illustrates a message structure for an 
Agent Solicitation Message (ASM) 10 0 for providing out- 
of-band communication within the system 10 in accordance 
with one embodiment of the present invention. ASM 10 0 
includes a header 104, a router solicitation field 108, 
and a vendor-specific extension 112. In accordance with 
one embodiment, ASM 100 is an Internet Control Message 
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Protocol (ICMP) router solicitation message with 
extensions. The ASM 100 is transmitted from mobile unit 
14 to foreign agent 70 or other serving node element in 
order to set up sessions, to set up services within a 
5 session, to hand-off between serving nodes, to assist in 
service management, to assist in managing traffic during 
a session, and/or to perform any other suitable task. 
The vendor-specific extension 112 provides out-of-band 
communication in that the foreign agent 7 0 receives and 
10 processes the information in the vendor-specif ic 
extension 112 without having to process payload data in 
in-band messages. 

FIGURE 2B illustrates a message structure for an 
Agent Advertisement Message (AAM) 12 0 for providing out- 
^ 15 of-band communication within the system 10 in accordance 



with one embodiment of the present invention. The AAM 
120 includes a header 124, a router advertisement field 
12 8, a mobile advertisement field 13 0, a prefix length 
extension 132, and a vendor-specific extension 134. In 

2 0 accordance with one embodiment, the AAM 12 0 is an ICMP 

router advertisement message with extensions. The AAM 
12 0 is transmitted from the foreign agent 70 or other 
serving node element to the mobile unit 14 in order to 
set up sessions, to set up services within a session, to 
25 hand-off between serving nodes, to assist in service 
management, to send pushed data, to assist in managing 
traffic during a session, and/or to perform any other 
suitable task. The vendor- specif ic extension 134 

provides out-of-band communication in that the mobile 

3 0 unit 14 receives and processes the information in the 
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vendor-specific extension 134 without having to process 
payload data in in-band messages. 

FIGURE 2C illustrates a message structure for a 
vendor- specif ic extension 138 in accordance with one 
embodiment of the present invention. The vendor-specific 
extension 138 may be the vendor- specific extension 112 of 
the ASM 100 and/or the vendor-specific extension 134 of 
the AAM 120. The vendor-specific extension 138 may 
include one or more data extensions 140. 

Each data extension 140 includes a data type field 
144, indicating what type of data is included in the data 
extension 140, a data length field 148, indicating the 
length of the data included in the data extension 14 0, 
and a data field 152, containing the actual data for the 
data extension 140. The data type field 144 may indicate 
"application identifier, " "user data, 11 "pushed data, " or 
any other suitable data type known to both a service 
provider for the network 22 and the mobile vendors. The 
data length field 148 may indicate the length of the data 
field 152. The format and length of the data field 152 
may be determined by the data type 144 and data length 
148. Data extensions 140 allow variable amounts of 
information to be included within each discovery message. 

In a particular embodiment, the data extensions 140 
are used in pairs. The first data extension 140 conveys 
an identifier associated with the application requesting 
service in the data field 152, and the second data 
extension conveys the data associated with the service in 
the data field 152. The appropriate indicators for the 
data fields are placed in type field 144. Thus, when the 
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serving node responds, the mobile unit will know with 
which application the response is associated. A variety 
of other combinations and/or arrangements of the data 
extensions exist. 
5 FIGURE 3 is a block diagram illustrating a protocol 

stack 2 00 for communications of a mobile unit over the 
wireless link 56 in accordance with one embodiment of the 
present invention. The protocol stack 2 00 is operable to 
authenticate mobile unit 14, establish radio frequency 

10 links to serving node 24, manage these links, and receive 
and manage pushed data. 

The protocol stack 200 includes a physical layer 
202, a MAC layer 204, a point-to-point protocol (PPP) 
layer 206, and an IP layer 208. The protocol stack 200 

15 also includes a transport layer 210, an application layer 
212, an access layer 214, and an ICMP layer 216. 

The transport layer 210 is operable to process in- 
band communications, and the application layer 212 is 
responsible for managing the data flows within a session. 

20 The application layer 212 includes one or more 
applications 222, each of which may be executed in the 
mobile unit, either alone or concurrently with other 
applications 222. The applications 222 may include 
telephony, video, voice, web browser, or any other 

25 suitable applications. The transport layer 210 includes 
one or more protocols 220 for the applications 222. For 
example, the transport layer 210 may include a 
transmission control protocol 22 0a for packet data 
applications 222, a user datagram protocol 220b for 
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packet data applications 222, or any other suitable 
protocol 220. 

The access layer 214 includes a service access 
manager (SAM) 224, a data push manager 225, and a traffic 
5 manager 226. SAM 224 is operable to manage out-of-band 
communications for applications 222 in the mobile unit. 
Data push manager 225 is operable to manage the posting 
of pushed data to applications 222. Traffic manager 226 
Z\ is operable to maintain the status of the traffic sizing 

10 and characteristics for the mobile unit and to assist SAM 
4j 224 in determining if new service requests are allowable. 

The ICMP layer 216 includes an ICMP manager 228 that 
* is operable to generate and receive out-of-band messages 

'**\ for the mobile unit 14. ICMP manager 228 interfaces with 

jj( 15 SAM 224 to receive messages to be sent out of band and to 

y 

Q hand-off received out-of-band messages. 

The managers 224, 225, 226 and 228, as well as other 
components in the system 10, comprise logic encoded in 
media. The logic includes functional instructions for 

2 0 carrying out program tasks. The media may be computer 
disks or other computer- readable media, application- 
specific integrated circuits (ASICs) , field-programmable 
gate arrays (FPGAs) , digital signal processors (DSPs) , 
other suitable specific or general purpose processors, 

25 transmission media or other suitable media in which logic 
may be encoded and utilized. Additionally, functions may 
be distributed in a variety of manners between the 
managers . 

As described below in connection with FIGURE 4, the 
30 access layer 214 also includes a service access table 



DAL01: 629231.1 



Attorney's Docket Patent Application 

062891.0508 

23 



232, which stores data for the service access manager 
224, such as session allowability and additional 
information, and the ICMP layer 216 also includes a 
vendor-defined service type table 23 8, which stores data 
5 for the ICMP manager 228, such as valid data types 144. 

Access layer 214 also includes a user table 234, 
which stores information regarding each of users 54 and 
associated data, and a traffic table 236, which stores 

53 

Q information regarding the utilization of wireless link 

'% 10 56. The information regarding users 54 may include the 
W type of service of which the application is capable, such 

Q as, for example, ftp, tftp, e-mail, and/or push services, 

T. whether the application is running locally on the mobile 

O unit or on a host subtending the mobile unit, the 

Ui 

:£i 15 application user name and password, information from the 
H network, and/or associated identifiers. The information 

regarding the wireless link may include the requested 
bandwidth, the approved bandwidth, the drop precedence, 
the delay budget, and/or the quality of service for each 

20 service in a session. Tables 232, 234, 236 and 238 may 
be any suitable data storage constructs. 

Because the mobile unit 14 may execute a plurality 
of applications 222 simultaneously, the vendor-specific 
extension 112 of the ASM 100 may include a data extension 

25 140 with an application identifier to identify the 
application 222 providing the data and a data extension 
140 with the corresponding data from the application 222. 
The application identifier may be assigned by the SAM 
224. In addition, the vendor- specif ic extension 134 of 

30 the AAM 120 may include a data extension 140 with an 
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application identifier to identify the application 222 to 
receive the data and a data extension 14 0 with the 
corresponding data for the application 222. The ICMP 
manager 22 8 may compose the ASM, decompose the AAM, and 
provide and analyze the data types in the vendor-specific 
extensions based on the service type table 238. The 
service access manager 224 is operable to resolve 
incoming and outgoing messages based on the application 
identifier for each application 222. 

In particular embodiments, applications 222, service 
access manager 224, data push manager 225, and ICMP 
manager 228 each have a variety of functions in sending 
and receiving information from the network. For example, 
when a new packet data session is initiated within a 
session, one of applications 222 is responsible for 
registering the packet data session with service access 
manager 224. The application then receives an ID for 
future service requests for the packet data session. 
When the packet data session attempts to access the 
network, the associated application 222 communicates with 
the service access manger to obtain approval . The 
request may include specifying the information to be 
accessed, such as a uniform resource locator (URL) , and 
the ID for the packet data session. After receiving 
approval, the associated application 222 establishes the 
session with the network. If additional information is 
required of the user, the associated application 222 may 
post the information so that the user can enter the 
required additional information. Additionally, the 

associated application 222 provides an interface so that 
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the service access manager 224 and data push manager 225 
may post information to the packet data session. 

As mentioned previously, service access manager 224 
is responsible for managing out-of-band messaging from 
5 and to the packet data sessions. When a packet data 
session is initiated, the service access manager 224 
allocates a packet data session ID. This ID allows 
future messages from or to the packet data session to be 
associated with the packet data session. Also, when a 
10 packet data session attempts to access the network, or 
change access in the network, such as by specifying a 
URL, the service access manager provides an interface to 
the packet data session to send the access information, 
g The service access manager 224 may also analyze the 

15 access information, by comparing it with the access table 



Mi \ 

: ?,? 



□ 232, to determine whether to allow access. If a match 

exists and the state indicates that the serving node has 
approved such a request previously, the service access 
manager informs the associated application that the 

2 0 request is approved. However, if a match exists and the 

state indicates that the serving node did not approve 
such a request previously, the service access manager 
informs the associated application that the request is 
denied. If, however, there is no match in access table 
25 232, an information block is allocated in the table, and 
the service access manager constructs a vendor- specific 
extension and informs ICMP manager 22 8 of the need to 
send an ASM. The service access manager 224 may also 
construct the vendor- specif ic extension when desiring to 

3 0 send other ASMs to the serving node. 
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When the mobile unit receives an AAM, which might be 
in response to a service request or contain other 
information from the serving- node, service access manager 
224 receives the vendor-specific extension from ICMP 
manager 22 8 and parses the vendor- specif ic extension. 
The service access manager then determines what to do 
with the information, such as, for example, complete the 
service access request, inform the data push manager 225 
if it contains pushed data, or update traffic table 236. 
Service access manager 224 may also provide statistical 
information, such as URL access attempts, failed 
attempts, and illegal accesses, update user policy 
information and pushed data in user table 234, and track 
the overall bandwidth used by different applications 222. 

In general, ICMP manager 22 8 is responsible for 
sending ASMs to the serving node and receiving AAMs from 
the serving node. When service access manager 224 
desires to send an ASM to the serving node, the ICMP 
manager 228 receives the vendor-specific extension from 
the service access manager 224 and checks the type field 
in the vendor- specific extension against service types 
table 238 to make sure that the selected service type is 
valid. If the type is valid, the ICMP manager 22 8 
constructs the ASM, appending the vendor-specific 
extension from the service access manager 224. When the 
serving node sends an AAM, the ICMP manager 22 8 performs 
the initial parsing of the vendor- specif ic extension 
fields. In performing this, the ICMP manager 228 checks 
the type field of the vendor-specific extension against 
the service types table 238. If a match exists, the ICMP 
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manager 228 sends the vendor-specific extension to the 
service access manager 224. The ICMP manager 228 may 
also log invalid message types received from the service 
access manager 224 and/or the serving node and may upload 
the log to the serving node on request. 

Data push manager 225 is responsible for 
communicating with service access manager 224 to post 
pushed data to packet data sessions. When pushed data 
arrives at the mobile unit, the ICMP manager 22 8 performs 
the initial parsing and passes the data to service access 
manager 224. The service access manager 224 analyzes the 
vendor-specific extension to determine what type of data 
is present - initialization, access, traffic management, 
or pushed data, for example. Upon determining that the 
vendor- specif ic extension contains pushed data, the 
service access manager notifies the data push manager 
225. 

The data push manager 225 communicates with the 
service access manager 224 to determine whether the 
pushed data is appropriate for posting to one or more 
packet data sessions. Pushed data may be appropriate for 
a packet data session if it meets defined criteria and/or 
it is destined for the packet data session. In 
evaluating whether the pushed data meets defined 
criteria, data push manager 225 may consult user table 
234 to determine whether a user has defined any 
preferences and/or filters for pushed data. For example, 
a user may specify in user table 234 whether or not data 
regarding stock quotes should be pushed to a packet data 
session, whether or not data regarding local restaurants 
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should be pushed to a packet data session, or any other 
appropriate specification. Pushed data may be destined 
for a particular data session if one of servers 18, home 
agent 30, serving node 24, or any other appropriate 
device in system 10 inserts an indicator, such as, for 
example, an address, in or with the pushed data 
indicating that it is destined for a particular packet 
data session. If the pushed data is appropriate for a 
session, data push manager 225 posts the pushed data to 
the session. 

Data push manager 225 may also determine whether the 
data is static or dynamic. Static data is typically not 
dependent upon time, geographic location, or other 
appropriate factor for its applicability to packet data 
sessions. Dynamic data, on the other hand, typically is 
dependent upon time, geographic location, or other 
appropriate factor for its applicability to packet data 
sessions. Data push manager 225 may determine whether 
pushed data is static or dynamic by examining an 
indicator in or with the pushed data and/or examining the 
pushed data itself. 

If the data is static, data push manager 225 
instructs service access manager 224 to store the data in 
user table 234. If, however, the data is dynamic, data 
push manager 225 may perform further processing to 
determine whether the data should be stored. Data push 
manager 22 5 may accomplish this by determining whether an 
indicator in or with the pushed data indicates that it 
should be stored and/or determining whether the dynamic 
data has a possibility of future applicability to a 
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packet data session. Dynamic data may have such 

applicability if, for example, its time, geographic, 
and/or other sensitivity is not exhausted and/or it is 
not destined for a specific packet data session. 

If dynamic data is stored, data push manger 22 5 has 
the responsibility for determining if an event occurs 
that would trigger posting of the data, such as, for 
example, the expiration of a timer or entrance into a 
geographic region. Additionally, data push manager 225 
is responsible for determining, upon the initiation of a 
new packet data session, whether any static data is 
appropriate for the new session. If such data exists, 
the data push manager 225 posts the data to the new 
session. 

In some embodiments, it is also possible that the 
serving node will store some static data. Thus, when the 
serving node receives an ASM indicating that a new packet 
data session is being initiated and the serving node 
checks the user policy base to match the condition and 
actions, if the action indicates that some static data 
needs to be pushed to the session, the serving node 
triggers an AAM carrying the additional data to the 
session. When the AAM is received, the service access 
manager 224 parses the vendor-specific extension and 
detects that the serving node has sent static data for 
one of the packet data sessions. The data may then be 
stored in the user table 234 and posted to the session, 
possibly in an additional window. Accordingly, instead 
of the serving node itself providing static data as sent 
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by the servers, the mobile node itself can detect this 
data and post it to the session. 

FIGURE 4 is a flow diagram illustrating a method for 
establishing a session for a mobile unit in accordance 
with one embodiment of the present invention. The method 
begins at step 300 where one of users 54 attempts to 
initiate a network session for one of applications 222 
over an existing connection. At step 3 02, the 

application 222 provides a session request to the service 
access manager (SAM) 224. According to one embodiment, 
the session request includes an application identifier 
for the application 222 and session data, such as a URL 
for a web-site which the user 54 is attempting to access. 

At step 3 04, the SAM 224 inspects the service access 
table 232, which tracks previously accepted and rejected 
session initiation attempts for each application 222. At 
decisional step 3 06, the SAM 224 determines whether the 
session request was processed previously based on the 
data in the service access table 232. This determination 
may include, for example, matching a requested URL to a 
URL stored in the service access table 232 in association 
with the requesting application 222. If the session 
request was processed previously, the method follows the 
Yes branch from decisional step 306 to step 308. 

At step 308, the SAM 224 provides the response 
indicated in the service access table to the application 
222. Thus, if the request was previously accepted by the 
serving node 24, the SAM 224 provides an "accepted" 
response to the application 222, while if the request was 
previously rejected by the serving node 24, the SAM 224 
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provides a "rejection" response to the application 222. 
At this point, the method comes to an end. Thus, using 
the service access table 232, the SAM 224 in the mobile 
unit 14 may handle previously processed session requests 
5 without utilizing communication resources or serving node 
resources and without accessing external resources. As 
used herein, therefore, without accessing external 
resources means without accessing external resources at 
the time the SAM 224 is processing the previously 
10 processed request, as opposed to at the time the SAM 224 
initially processes a request and obtains the response 
for storage in the service access table 232. 
f Returning to decisional step 3 06, if the session 

Q request was not processed previously, the method follows 

i\ 15 the No branch from decisional step 3 06 to step 310. At 
H step 310, the SAM 224 provides the session request to the 

ICMP manager (ICMPM) 228. At step 312, the 1CMPM 228 
generates an ASM 100 with the session request in the 
vendor-specific extension 112 and transmits the ASM 100 
20 to the foreign agent 70. 

At step 314, the foreign agent 70 receives the ASM 
100 from the mobile unit 14 and extracts data from the 
vendor-specific extension 112. At decisional step 316, 
the foreign agent 7 0 determines whether the data types 
25 144 for the data extensions 140 in the vendor- specific 
extension 112 are valid based on a comparison to data 
types 144 in the service type table 238. If the data 
types 144 are not valid, the method follows the No branch 
from decisional step 316 to step 318. 
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At step 318, the foreign agent 70 discards the data 
from the vendor-specific extension 112, and the method 
comes to an end. In this situation, the expiration of a 
timer at the mobile unit 14 may indicate to the mobile 
unit 14 that the foreign agent 7 0 has not responded in a 
timely manner. The mobile unit 14 may then attempt to 
re -send the ASM 100. 

Returning to decisional step 316, if the data types 
144 are valid, the method follows the Yes branch from 
decisional step 316 to decisional step 320. At 
decisional step 32 0, the foreign agent 7 0 determines 
whether the requested session is allowable based on the 
service level agreement for the user 54 provided to the 
serving node 24 by the core 62. If the requested session 
is not allowable, the method follows the No branch from 
decisional step 320 to step 322. At step 322, the 
foreign agent 7 0 generates an AAM 12 0 with a session 
rejection in the vendor-specific extension 134 and 
transmits the AAM 120 to the mobile unit 14. The method 
then continues to step 334. 

Returning to decisional step 320, if the requested 
session is allowable, the method follows the Yes branch 
from decisional step 320 to decisional step 324. At 
decisional step 324, the foreign agent 70 determines 
whether any unmet conditions on the allowability of the 
session exist, such as user authentication, receipt of 
billing information, bandwidth availability, and the 
like. Accordingly, a session request may be allowed, 
rejected or conditionally allowed. If there are unmet 
conditions on the allowability of the session, the method 
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follows the Yes branch from decisional step 324 to step 
326. At step 326, the foreign agent 70 attempts to meet 
the conditions without user input, if possible. For 
example, if a user 54 may be authenticated based on data 
in the core 62 for that user 54, the foreign agent 70 may 
meet an authentication condition without user input. The 
method then continues to step 328. 

Returning to decisional step 324, if there are no 
unmet conditions on the allowability of the session, the 
method follows the No branch from decisional step 324 to 
step 328. At step 328, the foreign agent determines 
whether any additional triggers are indicated by the 
session request. Additional triggers may comprise 

informing one of servers 18 of the session request or 
other suitable triggers. If an additional trigger is 
indicated, the method follows the Yes branch from 
decisional step 328 to step 330. At step 330, the 
foreign agent 7 0 sends an additional trigger to one or 
more servers 18 through the network 22 in accordance with 
the indicated additional triggers. The method then 
continues to step 332. 

Returning to decisional step 328, if an additional 
trigger is not indicated, the method follows the No 
branch from decisional step 328 to step 332. At step 
332, the foreign agent 70 generates an AAM 12 0 with a 
session acceptance in the vendor-specific extension 134 
and transmits the AAM 120 to the mobile unit 14. At step 
334, the mobile unit 14 receives the AAM 120 generated in 
either step 322 or step 332 and extracts the data from 
the vendor- specif ic extension 134. 
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At decisional step 336, the ICMPM 22 8 determines 
whether the data types 144 for the data extensions 14 0 in 
the vendor-specific extension 134 are valid based on a 
comparison to data types 144 in the service type table 
5 238. If the data types 144 are not valid, the method 
follows the No branch from decisional step 33 6 to step 
338. At step 338, the ICMPM 228 discards the data from 
the vendor- specif ic extension 134, and the method comes 
3 to an end. In this situation, the expiration of a timer 

^ 10 at the foreign agent 7 0 may indicate to the foreign agent 
- 70 that the mobile unit 14 has not responded in a timely 

manner. The foreign agent 70 may then attempt to re-send 
the AAM 12 0. 

N; Returning to decisional step 33 6, if the data types 

U] 15 144 are valid, the method follows the Yes branch from 
J2* decisional step 336 to step 340. At step 340, the ICMPM 

U 228 provides the data from the vendor-specific extension 

134 to the SAM 224. At decisional step 344, the SAM 224 
determines whether the session request was accepted by 
20 the foreign agent 70. If the session request was not 
accepted, the method follows the No branch from 
decisional step 344 to step 346. At step 346, the SAM 
224 modifies the service access table 232 to indicate 
that the session request was rejected. At step 348, the 
25 SAM 224 notifies the application 222 that the session 
request was rejected, at which point the method comes to 
an end. 

Returning to decisional step 344, if the session 
request was accepted, the method follows the Yes branch 
30 from decisional step 344 to decisional step 350. At 
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decisional step 350, the SAM 224 determines whether 
additional information was requested by the foreign agent 
70. For example, if an unmet condition on allowability 
was found to exist in step 324 that could not be met 
without user input in step 326, additional information 
may be requested through the vendor- specif ic extension 
134 of the AAM 120. If additional information was 
requested, the method follows the Yes branch from 
decisional step 350 to step 352. 

At step 352, the additional information received 
from the user 54 is provided to the foreign agent 70. At 
decisional step 3 54, the foreign agent 70 determines 
whether the additional information is acceptable. If the 
additional information is unacceptable, the method 
follows the No branch from decisional step 354 and 
returns to step 348, where the SAM 224 notifies the 
application 222 that the session request was rejected. 

Returning to decisional step 354, if the additional 
information is acceptable, the method follows the Yes 
branch from decisional step 354 to step 356. Also, 
returning to decisional step 350, if additional 
information was not requested, the method follows the No 
branch from decisional step 350 to step 356. At step 
356, the SAM 224 modifies the service access table 232 to 
indicate that the session request was accepted. At step 
358, the SAM 224 establishes the requested session for 
the application 222, at which point the method comes to 
an end. 

In this way, out-of-band communication is provided 
between the mobile unit 14 and the foreign agent 70 of 
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the serving node 24. In addition, previously accepted or 
rejected session requests are tracked in the mobile unit 
14 through the service access table 232 such that the 
serving node 24 is not required to re -verify a session 
request that has been processed previously. Thus, the 
foreign agent 70 may accept or reject session requests 
without checking the contents of the payload data for 
each message sent from the mobile unit 14. Accordingly, 
the burden on the resources of the serving node 24 is 
greatly reduced, freeing those resources to accomplish 
other tasks. 

FIGURE 5 is a flow diagram 500 illustrating one 
embodiment of a method for managing pushed data at a 
mobile unit. The process begins at state block 504 where 
the mobile unit has already established a session with a 
serving node. The session may have been established as 
discussed previously. At decision block 508, the mobile 
unit determines whether it has received an out -of -band 
message containing pushed data. A service access manager 
may accomplish this, for example, by examining 
identifiers in the vendor-specific extension of an AAM. 
If the mobile unit determines that it has received pushed 
data, the mobile unit analyzes the pushed data to 
determine whether it is dynamic or static at decision 
block 512. A data push manager may accomplish this, for 
example, by examining an indicator in or with the pushed 
data and/or determining whether the data is dependent on 
time, location, and/or other appropriate factor. If the 
data is static, the mobile unit updates user information 
at function block 516 and posts the data to appropriate 
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sessions, if any, at function block 52 0. The mobile unit 
may post the data to the packet data session by, for 
example, establishing a transient transport path. The 
process then continues at decision block 540. 
5 If, however, the mobile unit determines that the 

data is dynamic, the mobile unit posts the data to an 
appropriate session, if any, at function block 524. The 
mobile unit then determines whether the user information 
needs to be updated with the dynamic data at decision 

10 block 528. Dynamic data may need to be stored if an 
indicator in or with the data indicates that it should be 
stored and/or the data itself indicates that it has a 
possibility of future applicability to a packet data 
session, such as, for example, a mobile unit moving 

15 within a certain geographic region or a time period 
expiring. If the user information does need to be 
updated with the dynamic data, the mobile unit 
accomplishes this at function block 532. If, however, 
the user information does not need to be updated with the 

20 dynamic data, the mobile unit discards the data at 
function block 536. The process then continues at 
decision block 540 

At decision block 540, the mobile unit determines 
whether a new packet data session is being initiated. If 

25 a new session is being initiated, the mobile unit 
determines whether any of the static data is appropriate 
for the new session at decision block 544. If there is 
no static data appropriate for the new session, the 
process proceeds to decision block 552. If, however, any 

3 0 of the static data is appropriate for the new session, 
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the mobile unit posts the data to the session at function 
block 548, and the process again proceeds to decision 
block 552 . 

At decision block 552, the mobile unit determines 
whether a trigger has occurred for any of the stored 
dynamic data. The triggers may be based on time, 
location, and/or any other appropriate factor. If a 
trigger has not occurred, the mobile unit returns to its 
functions in state block 504. If, however, a trigger has 
occurred for some of the dynamic data, the mobile unit 
determines whether the dynamic data is appropriate for 
any of the currently active sessions at decision block 
556. If the triggered dynamic data is not appropriate 
for any of the currently active sessions, the mobile unit 
returns to its functions at state block 504. If, 
however, the triggered dynamic data is appropriate for 
one or more of the currently active sessions, the mobile 
unit posts the data to the appropriate sessions at 
function block 560 and again returns to its functions at 
state block 504. 

Although flow diagram 500 illustrates a variety of 
operations for managing pushed data at a mobile unit, 
other embodiments of the present invention may contain 
more, less, and/or different arrangements of operations. 
For example, in certain embodiments, the mobile unit may 
not store dynamic data. As another example, in some 
embodiments, the mobile unit may determine whether it is 
making multiple postings of the same pushed data to the 
same user and, accordingly, only make one posting to the 
user. As a further example, in particular embodiments, 
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the mobile unit may negotiate with the serving node for 
additional bandwidth for pushed data services using the 
out-of-band messaging. As still a further example, if 
the user decides to take an action in response to pushed 
data, the response may be communicated out-of-band, in a 
vendor-specific extension of an ASM, for example, to the 
foreign agent, which subsequently sends the response to 
the server that initially requested the data be pushed to 
the mobile unit. 

The present invention provide several technical 
features. For example, in some embodiments, the 

invention reduces the messaging required to locate a 
mobile unit. Accordingly, the burden on system wide 
logical resources and messaging between numerous network 
elements is reduced. As another example, in certain 
embodiments, because the serving node does not have to 
monitor all of the incoming traffic for pushed data since 
it is sent out-of-band, processing at the serving node is 
reduced. Also, by using out-of-band signaling to 

establish characteristics for the flows, the invention 
allows the mobile node to assign separate traffic 
characteristics and analyze the resulting impact on 
existing traffic flows. 

Although the present invention has been described 
with several embodiments, various changes and 
modifications may be suggested to one skilled in the art. 
It is intended that the appended claims encompass such 
changes and modifications. 
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